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Notice

The purchased products, services and features are stipulated by the contract made between Almadar Aljadid and the
customer. All or part of the products, services and features described in this document may not be

within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements, information,
and recommendations in this document are provided "AS IS" without warranties, guarantees or representations of any
kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the preparation of

this document to ensure accuracy of the contents, but all statements, information, and recommendations in this
document do not constitute a warranty of any kind, express or implied.
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Email: cloudsupport@almadar.ly

Phone: 0919190544
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Introduction:
This document is a guide on how to activate a windows server.

Contents:

1.Access to Almadar Cloud Portal with admin user that provided from Almadar Team.
............................................................................................................................................................................ Error
! Bookmark not defined.

2.Add New IP Sets one for windows virtual server IP and the other for the KMS-IP...........cccccceeiiiiiiriiiiiiiiineeeeene, 5
3.Add New Custom Applications for the KIMS SEIVET. ............iiuiiiiiiiiiiii e 7
4.Create Edge firewall rule, to allow the VM to reach the KMS-IP. ... ..o 9
5.Create SNAT rule to translate the internal windows server IP to the Edge public IP. .........ccocoiiiiiiiiiiiiiiiinnne, 10

6.1f you have distributed firewall feature as part of your tenant contract, then you need to allow the VM IP to reach

the KMS IP in the distributed firewall in addition to previous steps by following below steps............cccooeevnnn. 11
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1. Access to Almadar Cloud Portal with the login details that been provided by Almadar Team.

Welcome to
AlMadar Cloud
Use your organization name to continue

[organization name

)
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Welcome to

(@ AlMadar Cloud

Use your user name to sign in

LJSEI’ name:

Password:

SIGN IN




2. Add New IP Sets one for windows virtual server IP and the other for the KMS-IP.

vm AlMadar Cloud ata Centers Applicatic Networking

&« fEdge DELETE  DECREASE SCOPE

General

Services

Firewall

L Hame T® | st Description
1PSec VPN

L2 VPN

Load Balancer
General Settings

Security
Static Groups
1P Sets
Dynamic Groups

Application Port
Profiles

IP Management

* Note: This IP 10.10.10.1 just example you need to enter your windows virtual server IP.

New IP Set
Name * test vm ip

Description

IPv6 address.

IP Addresses  Enter an IPv4 ol

1010101

DISCARD ‘ SAVE
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vm AlMada s Networking

Edge Gateways

All Edge Gat

e -Edge noEelete  DEcREASE scopE

General

Services
Firewall
NAT Name + Status Deseription
IPSec VPN
L2 VPN

Load Balancer

Settings

Security
static Groups
IP Sets
Dynamic Groups

Application Port
Profiles

IP Management

IP Allocations

New IP Set

Description

IP Addresses

156.38.58.7

| piscaro | MRS
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vm AlMadar Cloud

All Edge

& -Edge oeere

General

Services
Firewall

- Name

IPSec VPN
L2 VPN

Load Balancer

P sets
Dynamic Groups

on Port

Networking

DECREASE SCOPE

Libraries

3. Add New Custom Applications (Port number) for the KMS server.

vm AlMadar Cloud

Data Centers

& -Edge
General Custom Applications @
Services

Firewall

NAT Name

IPSec VPN AzI-ControllerCluster

L2 VPN

e AZI-VED-LoadBalar

General Settings

security
Static Groups

P Sets
mic Gro

Default Applications @

Name

IP Management ADS

ver
IP Allocations.
S

ICPVE

ve Directory Server

Active Directory Server UDP

_ CIM-HTTR
DHCP Forwarding
CIM-HTTPS

07-Mar-2022

Applications

DELETE

Networking

5-fba2-446¢-8d9)

DECREASE SCOPE

01969!

1a2-4902-8017-chleaafdga72-We!

Libraries

Administration Monitor More

i Status Description
@ Norma
c-WebVMsVIP @ Norma
bVMsPogl @ Normal
Status Description
@ Norma AD Serves
@ Norma Active Directory
@ Norma Active Directory S
@NC mal CIM-HTTP
@ Norma CIM-HTTPS
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Description

Protocol and Destination Ports

TCP: 224

3,8443
TCP: 80
TCP: 80

Protocol and Destination Ports
TCP: 1024

TCP: 464

UDP - 464

TCP - 5988

TCP: 5989

1-5 of 409 A

UDP: 123

Port Profile(s;



New Application Port Profile

Name * KMS-Port-1688

Description

ADD PORT PROFILE

Protocol
TCR

vm AlMadar Cloud Networking

Getworks  Edge Gateways O

.
“r -Edge npeLeTE  DECREASE SCOPE
General Custom Applications @
NEW
Name + Status Description Pretocol and Destination Ports
ControllerClustet - TCP: 443,8443,22 | UDP
AZIVCD-LoadBalancer. i cP- 80
AZI-VCD-Loa ol 80
Load Balancer o
General KMS-Port-1688 @ Normal 5 TCR: 1688
Security
Static G
- < ot 4 Appication Port Profie

Dynamic Groups

Application Port
Profiles

Default Applications @

Name + Status

Description

IP Management

IP Allocations

07-Mar-2022

Directory Server
Active Directary Server UDP

CIM-HTTR

CIM-HTTES (@ Normal
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4. Create Edge firewall rule, to allow the VM to reach the KMS-IP.

- Applications: select ICMP Echo Request, ICMP Echo Reply, KMS-Port-1688
- Source: Select the IP set of the windows virtual server that you want to activate.

- Destination: Select KMS-IP.

vm AlMadar Cloud ata Center Applications Networking Libraries Administratio

i
! -Edge opeLete  DecreasE scope
General
EOIT RULE
Services
Firewall
NAT @ H Dest o
e @  default_rule Defauit Enabled n rop
L2 VPN

Load Balancer

General Settings

Edit Rules

DISCARD SAVE I
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5. Create SNAT rule to translate the internal windows server IP to the Edge public IP.

Interface Type: SNAT.
External IP: Enter the Public IP address of your Edge gateway.
Internal IP: Enter the IP address of the windows server VM that you want to activate.

Destination IP: 156.38.58.7.

vm AlMadar Cloud ata Center Applicat Networking

Edge Gateways

o -Edge obeiete  pECREASE ScopE

General

N NEW
Eouzs

Firewall
o= Name @  cotegory state Type

IPSec VPN
L2 VPN

Dynamic Groups

Application Port

Profiles

IP Management
1P Allocations

Edit NAT Rule

interface Type

External IP

internal IP

Destination 1P

DISCARD SAVE
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6. If you have distributed firewall feature as part of your tenant contract, then you need to allow the VM
IP to reach the KMS IP in the distributed firewall in addition to previous steps by following below

steps.

- Applications: select ICMP Echo Request, ICMP Echo Reply, KMS-Port-1688
- Source: Select the IP set of the windows virtual server that you want to activate.
- Destination: Select KMS-IP.

Applications Networking Libraries Administration Monitor More v

Data Center Groups

@

Networking Libraries Administration

Participating VDCs

Edge Gateway

Distributed Firewall ¢ | Name State Applications
y Detault Enabled

Se

Application Port
Profiles

Networks
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Edit Rules

Context Source Destination Actien 1P Protocol Logging

Allow Pva

vm AlMadar Cloud Networking

E 5 Data Center Groups
All Data Center Groups > DC group

@ DC group  svnc  peeTe

General DISABLE

Default Policy 5

Participating VDCs

EDIT RULES
Edge Gateway
Distributed Firewall 2 | Name State Applications Context Source Destination Action
Security 1 test v ICMP KMS-IP
Static Groups
efal Enabled - - Any Al ror

Dynamic Groups

Application Port
Profiles

Networks
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7. Check windows activation status by accessing windows server VM console then open Settings >
Update & security > Windows Update.

Command Prompt

Search
Windows
Administrativ... Ta

Server Manager

Sethings

3

Remote
Desktop...

WiMware

Windows Accessories

Windows Administrative Tools

Windows Ease of Acoess

Windows PowerShell

Windows System

Settings = O X
Windows Settings
[
L g
S it & -
Accounts Time & language Ease of Access Privacy
Your accounts, email, sync Speech, region, date Narrator, magnifier, high Location, camera
vork, other peop I e contrast
'
R~
Update & security
Nindows Update, recovery
backup
Windows isn’t activated. Activate Windows now.
As you can see here windows is not activated.
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Settings . - X
% Home Windows
| Find a se ] Edition Windows Server 2016 Standard
| Activation Windows is not activated
Upc
= Product ID 00377-60000-00000-AA934
Z Windows Update Product Key  XXOXX-XXXXX XXX -XXXXX-KHKQY
Windows can't activate right now. Try activating Windows later. If
¥ Windows Defender that doesn’'t work, contact your system administrator. Error code:
0x80070078
@ Recovery .n—dul'n re .
Activate Windows now
2) Activation
| Running a non-genuine copy of Windows can put you at greater
risk for viruses and other security threats.
f# For developers

8. Before proceeding in the activation, you must set time zone of the windows server to (UTC +2)

To get genuine Windows, enter a different product key. If you
don’t have one, contact your system administrator.

Q Change product key

If you're having problems with activation, select Troubleshoot to
try and fix the problem.

B Traoublechnot

manually or give the VM access to online NTP server of your choice.

07-Mar-2022
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Settings

% Home

Date and time

| Find a setting

! ‘ 10:54 AM, Wednesday, June 16, 2021

ime & language
| [@ Date & time
#F Region & language

0 Speech

Set time automatically
@ or

Set time zone automatically

@ or

Change date and time

Time zone

(UTC+02:00) Cairo

Formats

First day of week:  Sunday

9. Open Command Prompt (cmd) as an admin by right click on start.

Programs and Fea R“};

Power Options

Event Viewer

Systern

Device Manager

Metwork Connections
Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel

File Explorer

Search

Run

Shut down or sign out

Deskiop

10. Type the following command into cmd window

cscript simgr.vbs /skms 156.38.58.7

cscript simgr.vbs /ato

07-Mar-2022
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B Administrator: Command Prompt - O X

1Now Check windows activation status again by accessing windows server VM console then open
Settings > Update & security > Windows Update.

Command Prompt

Search
Windows
Server Manager Administrativ...

3

Remaote
Desktop...

Settings

VMware

Windows Accessones

Windows Administrative Tools

Windows Ease of Access

Windows PowerShell

Windows System
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Settings

Windows Settings

| r'm d a setting

power colors

o & L -

Accounts Time & language Ease of Access Privacy
Your accounts, email, sync Speech, region, date Narrator, magnifier, high Location, camera
work, other people contrast

N
R~/
Update & security

indows Update, recovery,
backup

As you can see windows activation done successfully

s m—

& Home Windows

| Find a setting 0 ‘ Edition Windows Server 2016 Standard

Activation  Windows is activated using your organization’s
activation service

Update & security

Update product key

C Windows Update

To use a different product key on this device, select change

@ Windows Defender product key.

D Recovery q Change product key
@  Activation

M For developers
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