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Introduction:

This document is a guide on how to give a VM an access to National 1D through ALMADAR WAN
Connectivity.

Note 1: This guide may not be suitable for Tenants who has access to NID through Internet (VPN S2S). in
other words, not for Tenants who is not contracted or requested NID Access though ALMADAR WAN.

Note 2: This Guide assumes that the Tenant owner has an approval from NID Authority in advance. Please
contact NID Authority.

Note 3: This Guide assumes that the prerequisites already configured by ALMADAR Team. Please contact
ALMADAR Support for more information.
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1. Access to Almadar Cloud Portal with the login details that been provided by Almadar Team.

Welcome to

AlMadar Cloud

Use your organization name to continue

[organization name

NEXT

Welcome to

(@ AMadar Cloud

Use your user name to sign in

LJSEI’ name:

Password:

SIGN IN
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2. Click on OvDC

vm AlMadar Cloud Data Centers

Virtual Data Center

Applications cPU Memory Storage

]
B 0 MHz 6GB 3168
1of1 \

3. To allow vm to access National ID IP you need to do:

- Create ip set with the VM IP.
- Create Edge firewall rule to allow the VM IP to access the internet OR specify the National ID IP as
destination.
- Create SNAT rule to translate the internal (private IP) VM IP to the public ip of the edge.
e If you have distributed firewall feature as part of your tenant contract:
- Create distributed firewall rule to allow the VM IP to access the internet National ID IP.

3.1 Create IP set with the VM IP.

vm AlMadar Cloud Data Centers Networking Libraries Administration Monitor More v
NEW EXPORT EDGE GATEWAYS
@ Norma  Data Center Grou Enave 2 Not Appicabe
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vm AlMadar Cloud

Networking

Center Groups

All Edge Gateways > I
<> NSXTdemo-Org-OvDC-Edge

DELETE  DECREASE SCOPE

General

services
Firewall
NAT Name
IPSec VPN
L2 VPN

Load Balancer
General Settings

Service Engine
Groups

Virtual Services
Pools

Security

Dynamic Groups
Application Port
Profiles

IP Management
IP Allocations
DNS
DHCPV6
DHCP Forwarding

New IP Set
Name

Description

IP Addresses

30-Aug-2022
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New IP Set

Name VMO1 P address

Description

IP Addresses  Enter an IPvd or IPV6 address, range of CIDR

1010.0.1

S -

Note: You can follow above steps to add another IP set for National ID IP address (100.100.10.10) so you can

use it in the firewall to specify it as a destination.

Networking

Lod DELETE  DECREASE SCOPE

General

Services

Virtual Services
Pools

security
Static Groups
P Sets
Dynamic Groups
Application Port
Profiles

IP Management
1P Allocations
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3.2 Create Edge firewall rule to allow the VM IP to access the internet.

vm AlMadar Cloud ter Networking

Edge Gateways

“** DELETE DECREASE SCOPE
General
| DIt ug;l
Services
Firewall
e | MName Category State Appiications Source Destination Action
A default_rue Default Enabled Any Any Drop

IP Management
IP Allocations

DHCP Forwarding

Edit Rules

Name Category Applications Destination IP Protocol Logging

Al VMO t 1Pva
Ale : e (8 : - 7] - o

DISCARD

30-Aug-2022 Almadar Aljadid Proprietary and Confidential 8
Copyright © Almadar Aljadid



Select Source Firewall Groups

Any Source »

(B show selected
Name 7 Description

VMO IP address

Edit Rules

Name Category Applications Source IP Protocol Logging

Allow VMO to | 1Pva
User defined (o) = & VMOIPa. p - C

30-Aug-2022 Almadar Aljadid Proprietary and Confidential 9
Copyright © Almadar Aljadid



Note: If you had created an IP set for National ID IP address (100.100.10.10) in step 3.1 you can select it here in

the firewall or you can use Any as a destination to allow the VM to reach the internet.

Select Destination Firewall Groups

Edit Rules

NEW ONTOP  NEW ABOVE

s Name

All VMO t
1 o Ol User defined = 2 VMOlPa. 2

B defaull_ruie efauit Enabled Any

DISCARD SAVE |
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vm AlMadar Cloud Appl ons Networking Libraries

Edge Gateways

Al Eo >
N
.o DELE DECREASE SCOPE
General
EDIT RULES
Services
N Category st
Al N

IP Management

ations

Networking Libraries

Administration

Applications source

Edge Gateways

Al Edge Gateways > N
v
“** DELE DECREASE SCOPE
General
NEW
Firewall
NAT n tegory s 6
IPSec VPN

L2 VPN

Load Balancer

Security

30-Aug-2022
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@ﬁi@m& ®
assigne
ﬂ'.iﬁ?ﬁiﬁi

vm AlMadar Cloud

Edge Gateways ~ Data Center Groups

ays >

.
@ DELETE

General

Services
Firewall
NAT Name
IPSec VPN
L2 VPN

Allow VMOT to internet

Load Balancer
General Settings

Service Engine
Groups

Virtual Services
Pools

Security
Static Groups
1P Sets
Dynamic Groups.

Application Port
Profiles

IP Management
IP Allocations
DNS
DHCPVE
DHCP Forwarding

30-Aug-2022

Networking

DECREASE SCOPE

Category

User defined

state.

Enabled

Edit NAT Rule
Name Allow VMO1 to internet

Description

Interface Type
Available External IP

External IP

Internal IP

Destination IP

dvanced Settings

State
Logging

Priority

Firewall Match Match Internal Address

Type Extemal IP Application Intemal 1P

SNAT 156 - 1010.0.1
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Any

Destination IP

Logaing

Disabled

1-10f 1 rules

»
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vm AlMadar Cloud Data Centers Applications Networking Libraries Administration Manitor More v

Compute « Virtual Machines 88
Find by: Name ADVANCED FILTERING Sort by: Creation Date
i a = ] >
3.4 Connectivity test.
To the test the connectivity use telnet command to check the open port HTTPs (443) on the National ID IP
100.100.10.10 If the port is open that means connectivity is done correctly, If not recheck the configuration.
Note: ping doesn’t work on National ID IP.
) P8 .856]
(c) Microsoft Corporation. All rights reserved.
i>telnet 100.100.10.10 443
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3.5 If you have distributed firewall feature as part of your tenant contract, then you need to allow the VM IP
to reach the internet in the distributed firewall in addition to previous steps by following below steps.

vm AlMadar Cloud Data Centers Applications Networking

Administration Monitor More v

ks

ays | Data Center Groups | Security Tags

All Data Center Groups > Data Center Group

Edg

< Data Center Group  svnc  DELETE

General Defauit Policy Status

Participating VDCs
EDIT RULES
Edge Gateway

Distributed Firewall # Name ® state

Security 1 Defaut Enabled
Static Groups
1P Sets
Dynamic Groups.

Application Port
Profiles

Networks

Edit Rules

NEw oNTOP | NEw ABOVE  REMOVE

# 1 Name State

© 2 Default Enabled

Enabled

Applications Context Source Destination Action

Any Any Drop

MOVEDOWN  MOVE TO

1P Protocol

1Pva ® )

Applications

IPva and IPV6 Disabled

DISCARD
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Select Source Firewall Groups

Any Source (@ ]

B show selected

Name Description

VMO1 [P address

Edit Rules

NEW ONTOP  NEW ABOVE  REMOVE MOVEDOWN  MOVE TO

Nome state Applications Context Source Destination Action 1P Protoco Logging
Allow VMO1to i Allow IPva
© - s WMOIPa. 5 - o o )

2 Default Enabled - - Any / Drop IPv4 and IPV6 Disabled

30-Aug-2022 Almadar Aljadid Proprietary and Confidential 15
Copyright © Almadar Aljadid



Note: If you had created an IP set for National ID IP address (100.100.10.10) in step 3.1 you can select it here in

the firewall or you can use Any as a destination to allow the VM to reach the internet.

Select Destination Firewall Groups

Any Destination IE'

This rulle will be applied to network traffic from ANY destination

plscaRe W

Edit Rules

NEW ON TOP

Action 1P Protocol

Allow IPva >»

& Name State

. Allow VMOT 1o i © R - VMOT IP &

» 2 Default Enabled Any Drop 1Pv4 and IPVE Disabled

DISCARD SAVE
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vm AlMadar Cloud Da Networking

Data Center Groups

@ Data Center Group  svnc  DpELETE

General

Default Policy Status Enabled DISABLE
Participating VDCs
EDIT RULES
Edge Gateway
Distributed Firewall £ | Name State Applications Context Source Destination Action
liow VMO to internet Enable 101 &
Default Enabled - A Any Drop

Networks
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