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Phone: 0919190544

25-Jan-2022 Almadar Aljadid Proprietary and Confidential 1
Copyright © Almadar Aljadid


https://www.almadar.ly/
mailto:cloudsupport@almadar.ly

Version History:

25-Jan-2022 1.0 Mohamed Swaih Initial Release Emhemed Mselkhi

25-Jan-2022 Almadar Aljadid Proprietary and Confidential 2
Copyright © Almadar Aljadid



Introduction:
This document is a guide on how to install Pfsense-SSL-VPN agent on the clients.

Contents:

1.Access the URL as in the format below to download SSL VPN @QeNnt..........ccccovieiieiieniiiiienieeeesee e 4

2.In this step we conducted a test after connecting to the VPN agent, where this IP 10.0.1.1 is for a windows VM

residing on the subnet that’s allowed to be reached through VPN, ..o 10
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1. Access the URL as in the format below to download SSL VPN agent.

Use your browser to navigate to SSL VPN portal by entering

"https:\\your-public-IP:port number specified in the firewall" (configured in the Edge gateway)

Back to safety

m sense RRESLET

SIGN IN
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pfSense.home.arpa - Status: Das' X -+

hitps//156.38.584

msense System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~

COMMUNITY EDITION

IPsec

Status / Dashboard LaTP + 0

System Information

Name pfSense.home.arpa
User admin@156.38.62.9 (Local Database)
System VMware Virtual Machine
Netgate Device ID: e661f876f9c592303e1a NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.5.2-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Fri Jul 02 15:33:00 EDT 2021 the NETGATE RESOURCE LIBRARY.
FreeBSD 12.2-STABLE

Release Date: Thu Nov 12 2020

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
CPU Type Intel(R) Xeon(R) Gold 6142 CPU @ 2.60GHz more than competitive when compared to others in our space.
AES-NI CPU Crypto: No
QAT Crypto: No

Obtaining update status o

« Upgrade Your Support « Community Support Resources

+ Netgate Global Support FAQ « Official pfSense Training by Netgate

Hardware crypto
» Netgate Professional Services  « Visit Netgate.com
Kernel PTI Enabled
MDS Mitigation Inactive
. X If you decide to purchase a Netgate Global TAC Support subscription, you
Uptime 00 Hour 37 Minutes 12 Seconds

MUST have your Netgate Device ID (NDI) from your firewall in order to
Current date/time Tue Feb 1 9:30:10 -02 2022 validate support for this unit. Write down your NDI and store it in a safe place.

You can purchase TAC support here.
) s 127.0.0.1

4443/vpn_openvpn_server.php

1:30 PM
2/1/2022
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pfSensehome.arpa - OpenVPN: © X +

C A No re | hitps//156.38.58.4

ﬂsense System ~ Interfaces ~ Firewall v Services ~ VPN v Status ~ Diagnos
COMMUNITY EDITION

OpenVPN / Client Export Utility (7}
Server Client Client Specific Overrides Wizards Client Export Shared Key Export
OpenVPN Server
Remote Access Server Server TCP4:1195 v
Client Connection Behavior
Host Name Resolution Other v

Host Name 156.38.58.4

Enter the hostname or IP address the client will use to connect to this server.

Verify Server CN Automatic - Use verify-x509-name where possible v

Optionally verify the server certificate Common Name (CN) when the client connects.

Block Outside DNS O Block access to DNS servers except across OpenVPN while connected, forcing clients to use only VPN DNS servers.

Requires Windows 10 and OpenVPN 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this way, other clients will ignore the option as they are
not affected

Legacy Client O Do not include OpenVPN 2.5 settings in the client configuration.

When using an older client (OpenVPN 2.4.x), check this option to prevent the exporter from placing known-incompatible settings into the client
configuration

Silent Installer O Create Windows installer for unattended deploy.
Create a silent Windows Installer for unattended deploy. Since this installer is not signed, you may need special software to deploy it correctl -

2:06 PM
2/1/2022
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After downloading the agent click on it and install it as shown below

pfSensehome.arpa - OpenVPN: - X +

C AN 156.38.58.4

Additional configuration
options

Enter any & a line break

)penVPN client ex

EXAM

B save as default
Search term m

Enter a search string or *nix regular expression to search

OpenVPN Clients

User Certificate Name Export

vpn VPN User Certificate - Inline Configurations:

. 0penVPN Connest (108/Androld)
- Bundled Configurations

. conig File Only
- Current Windows Installers (2.5.2-1x01)

- Legacy Windows Installers (2.4.11-1x01)
- Viscosity (Mac OS X and Windows):
*Vlseoshy Bundle *Vlseo:hy Inline Config

7w :
&5 openvpn-pfSense-...exe

1:30 PM

NG =) B, h0

hitps://156.38.58.4

Additional configuration
options

Enter any addition ™ Setup OpenVPN 2.5.2-1601 X reak or semicolon

EXAMPLE: remote  Choose setup type. t

B save as defa|

Search term

Enter a search s{

User Cen Customize
vpn VR

m X, OpenVPN Connect (0s/Android)

flers (2.5.2-1x01)

i ll &32b

- Legacy Windows Installers (2.4.11-Ix01)

- Viscosity (Mac 0S X and Windows):
.‘.‘ﬂsoosilylnline Config

Only OpenVPN-compatible user certificates are shown

31PM
2172022

= ) @
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Additional configuration
options

"M Setup OpenVPN 2.5.2-1601

Enter any addition

EXAMPLE: remote

Search term

Enter a search s{

OpenVPN C
User Cer
vpn VR

X

OpenVPN Installing Completed ' Ireak or semicolon

m X, OpenVPN Connect (10S/Android)

- Current Windows Installers (2.5.2-1x01):
& 32
dows Installers (2.4.11-1x01):
or2mer2019 [l 7787817201202
- Viscosity (Mac 0S X and Windows):

X viscosity Bundie [l . Viscosity Infine Config

131PM

OB

Additional configuration
options

Enter any additional ¢

EXAMPLE: remote-ral

B save as default

Search term

Enter a search strin|

OpenVPN Clients

User

25-Jan-2022

OpenVPN Configuration Setup

Welcome to OpenVPN installer. Je break or semicolon

This wizard will quide you through the instalation of the
OpenVPN client and configuration.

This will automatically install the configuration files needed
for your connection.

3

|
% OpenVPN Connect (i0S/Android)

- Bundled Configuration:

indows Installers (2.4.11-Ix01)
X

10/2016/2019 -‘- 7/8/8.1/2012r2

- Viscosity (Mac 0S X and Windows):

X, viscosity Iniine Config

31PM

RO® i
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Additional configuration
options

OpenVPN Configuration Setup -

nter any additional ¢ "=altation Complete

le break or semicolon
Setup was completed successfully.

EXAMPLE: re:

Completed

Save as default
Completed OpenVPN installation.
Instaling configuration files ...
Completed
Search term

User Certifi|
vpn VPN

Close | .
Android Jll S OpenVPN Connect (10S/Android)
———

- Bundled Configurations:

. config Fite Only
Current Windows Installers (2.5.2-1x01):

- Legacy Windows Installers (2.4.11-1x01)

- Viscosity (Mac OS X and Windows):
X viscosity Bundie [l i Viscosity inline Config

w @

Mohamed
Swaih

==

This PC

OpenVPN
Gul

pfSense01-UDP4-1194-config D

Import file...

Settings...

Exit View Log
Edit Config 132 PM
Clear Saved Passwords 2/172022

25-Jan-2022 Almadar Aljadid Proprietary and Confidential 8
Copyright © Almadar Aljadid



Mohamed
Swaih

|

==

This PC

2

Recycle Bin

p ve Feb 011332 (1) pfSense-TCP4-1195-vpn-config < ledbit
. e 120210

smame vpn
X ssword

8 save password

OpenVPN GUI 1124.00/252

Disconnect Reconnect Hide

1:32PM

ARO®

Mohamed
Swaih

|

==
This PC

2

Recycle Bin

9

OpenVPN
Gul

&8 OpenVPN GUI for Windows

pfSense-TCP4-1195-vpn-config is now
connected.
Assigned IP:192.168.1.2

133 PM

NG = B o0
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Mohamed
Swaih

™~

==

This PC

[6%] Command Prompt

E Unknown adapter OpenVPN TAP-Windows6:

Recycle Bin Connection-specific DNS Suffix
Link-local IPv6 Address : fe80::b473:c0a2:7771:36e7%20
IPv4 Address : 192.168.1.2

Subnet Mask 1 255.255.255.0
Default Gateway :

1:33PM

ARO®

2. Inthis step we conducted a test after connecting to the VPN agent, where this IP 10.0.1.1 is
windows VM residing on the subnet that’s allowed to be reached through VPN.

Mohamed
Swaih

i [E%] Command Prompt

- Microsoft Windows [Version 10.0.22000.469]
This PC (c) Microsoft Corporation. All rights reserved.

C:\Users\Mohamed Swaih>ping 10.0.1.1

Pinging 10.0.1.1 with 32 bytes of data:

Reply from 10.0.1.1: bytes=32 time=1336ms TTL=62
1: bytes=32 time=5lms TTL=62

1: bytes=32 time=64ms TTL=62
Reply from 10.0.1.1: bytes=32 time=3ms TTL=62

Ping statistics for 10.0.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),

GRenvoN Approxinate round trip times in milli-seconds:
e Minimum = 3ms, Maximum = 1336ms, Average = 363ms

Recycle Bin

C:\Users\Mohamed Swaih>,

1:34 PM

RO®
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Since the VM is a windows here we tested the remote desktop connection

Mohamed
Swaih

r’ &

- = Microsoft Windows [Version 10.0.22000.469]
This PC (c) Microsoft Corporation. All rights reserved. & Remote Desktop Connection

C:\Users\Mohamed Swaih>ping 10.0.1.1 Remote Desktop
E Pinging 10.0.1.1 with 32 bytes of data: *»¢ Connection

Reply from 10.0.1.1: bytes=32 time=1336ms TTL=62

Reply from 10.0.1.1: bytes=32 time=Sims TTL=62

Reply from 10.0.1.1: bytes=32 time=64ms TTL=62 Computer. | IEHEN
Reply from 10.0.1.1: bytes=32 time=3ms TTL=62

Recycle Bin

Username:  ALMADAR-111\administrator

Ping statistics for 10.0.1.1: You will be asked for credentials when you connect
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

OpenVPN e "
peny Minimum = 3ms, Maximum = 1336ms, Average = 363ms ~) Show Options

GUI
C:\Users\Mohamed Swaih>

1:34PM

OB

r @ Windows Security
|

MotMicrosoft Windows [Version 10.0.22000.469]
Sv(c) Microsoft Corporation. All rights reserved.

Enter your credentials

’( :\Users\Mohamed Swaih>ping 10.0.1.1 These credentials will be used to connect to 10.0.1.1.

-Pinging 10.0.1.1 with 32 bytes of data:
ThReply from bytes=32 time=
Reply from

1 administrator
1

Reply from 1f
1

.1: bytes=32 time=3ms
Reply from 1.1: bytes=32 time=3ms TTL=126
!Ping statistics for 10.0.1.1:
Recy  Packets: Sent = 4, Received = 4, Lost = @ (% loss),

Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = Sms, Average = 3ms

.0
.0 bytes=32 tim
.0.
.0.

S(Z\User*s\l'\ohamed Swaihs,

Ope
¢

Cancel

1:56 PM

RO®
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=

MotMicrosoft Windows [Version 10.0.22000.469]
Sv(c) Microsoft Corporation. All rights reserved.

'[:\USerS\Hohamed Swaih>ping 10.0.1.1

-Pinging 10.0.1.1 with 32 bytes of data:
ThReply from 10.0.1.1: bytes=32 time=Sms TTL=126

Reply from 10.0.1.1: bytes=32 time=3ms TTL=126
Reply from 10.0.1.1: bytes=32 time=3ms TTL=126
10.0.1.1:

bytes=32 time=3ms TTL=126

Reply from
!Ping statistics for 10.0.1.1:
Recy  Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = Sms, Average = 3ms

!(:\User‘s\l'\ohamed Swaih>g

Ope

ion

Recycle Bin

4

Google
Chrome

& Remote Desktop Connection X

’a The identity of the remote computer cannot be verified. Do you
j want to connect anyway?

The remote computer could not be authenticated due to problems with its security
cerificate. It may be unsafe to proceed.

Certificate name

Name in the certficate from the remote computer:
WIN-48UADRVN4P9

Certificate errors
The following errors were encountered while validating the remote
computer's ce:

i, The cerificate is notfrom a trusted certfying authority.

Do youwantto connect despite these certificate errors?

(_) Don'task me again for connections to this computer

View certificate.

O

1:56 PM
2/1/2022
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