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Introduction:
This document is a guide on how to deploy and Configuring Pfsense for SSL-VPN.

Contents:
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Access to Almadar Cloud Portal with admin user that provided from Almadar Team.
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Add vApp from catalog by following DEIOW STEPS. .........eoiiiiiiiiie e 9
Power on the vApp created and open the console of “pfsense portal” VIm ..........cccccvveiiiiiiiiiiiiine e, 12
Change the admin and vpn user password by following below STEPS: ........cccveiiiiiiiiiiii e 15
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1. Access to Almadar Cloud Portal with the login details that been provided by Almadar Team.

<
—k

Welcome to

(@ AlMadar Cloud
Use your user name to sign in

JJser name:

Welcome to

AlMadar Cloud

Use your organization name to continue

brgamzatlon name

Password:

SIGN IN
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1. Click on OvDC.

Cloud Data Centers

Virtual Data Center

Environmen
© Sites: 1 2, Organizations: 1 ~, Virtual Data Centers: 1 G VMs 0 0 & Memory: OMB
&)
® ®
Applications CPU Memory Storage
o
app 0 MB
0 MHz 0 MB O MB
0oto
e 8GBa 8 allocat

2. Create a new Network.

vm  AlMadar Cloud Data Centers

¢ Al virtual data centers

&
Networks

i Compute

VAppS

Virtual Machines Name N 1 Status Gateway CIDR Network Type Connected To IP Pool Consumed Shared

Affinity Rules © Norma - @

@ Networking

Edges

= Storage
Named Disks
Storage Policies
@ Settings
General
Metadata
Sharing

Kubernetes Policies
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New Organization VDC Scope
Network

1 Scope @ Current Organization Virtual Data Center

Provides connectivity for VMs in the current VDC only

2 Network Type
Provides conne r WMs from all VDCs participating in the Data Center Group. Available Data Center Groups are the ones where
the current VDC - mo-OvDC" participates in.

Status Participating VDCs

E v (2) Normal 1@

@ AZINSX

(&)

1-10of 1 eligible VDC group(s)

CANCEL NEXT

New Organization VDC Network Type
Network

@ Select the type of network that you are about to create

1 Scope
° Routed (through Edge Gateway " ")

2 Network Type This type of network provides controlled access to machines and networks outside of the VDC or VDC Group through an edge
gateway.

Isolated

This type of network provides a fully isolated environment, which is accessible only by this organization VDC or VDC Group.

Imported

This type of network uses an existing NSX-T logical switch or Distributed Virtual Port group.

CANCEL
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In Gateway CIDR field enter this subnet 10.10.11.254/29

New Organization VDC General
Network

1 Scope S5L-VPN-Network
2 Network Type Description

3 General

Dual-Stack Mode » o

Gateway CIDR * 11010 11254/29)

CANCEL PREVIOUS NEXT

In Static IP Pools field enter this rang 10.10.11.249 - 10.10.11.253

New Organization VDC Static IP Pools
Network

Gateway CIDR 10.10.11.254/29 ()
1 Scope

Static IP Pools
2 Network Type

Enter an IP range (format: 192.168.1.2 - 192.168.1.100)
3 General

4 Static IP Pools 10.10.11.249 - 10.10.11.253

Total IP addresses: 5

CANCEL PREVIOUS NEXT
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New Organization VDC DNS
Network

Primary DNS
Scope

Secondary DNS
Network Type

DNS suffix
General

Static IP Pools

DNS

CANCEL EVIOUS NEXT

New Organization VDC Ready to Complete
Network

Scope You are about to create an Org VDC Network with these specifications. Review the settings and click Finish.

Network Type
yp Scope @

General Name SSL-VPN-Network

Static IP Pools Description

Dual-Stack Mode No
DNS

Gateway CIDR 10.10.11.254/29

Ready to Complete
Network Type Routed (@)

Connection
Primary DNS
Secondary DNS

DNS suffix

SISUSIREESIS 10.10.11.249 - 10.10.11.253

CANCEL PREVIOUS FINISH
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vm AlMadar Cloud Data Centers Apr 1S e g Libraries Administration Monitor

< Allvirtual data centers Site: AZ1- GURJI n Demo-0OvDC
«
Networks
i Compute o
Es @ NEW
Virtual Machines Name T Status Gateway CIDR Network Type Connected To 1P Pool Consumed Shared
Affinity Rules - @
@ Networking v | SSL-VPN-Network @ Normal 10.10.11.254/29 Routed s
Networks . )
Edges
£ Storage o
Named Disks

Storage Policies

3. Add vApp from catalog by following below steps.

AlMadar Cloud

< Al Virtual data centers

vApps

i Compute

oo
Find by: Name ADVANCED FILTERING Sort by: Name 1+ ao

0 Virtual Applications
Virtual Machines

Affinity Rules
@ Networking v
Networks
Edges N
Security
& Sstorage v
Named Disks No vApps are found
Storage Policies

{8 Settings v

NEW VAPP  ADD VAPP FROM OVF IMPORT FROM VCENTER

General
Metadata
sharing

Kubernetes Policies

Tasks | Running: @ Failed: @ A
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Create vApp from
Template

Select Template To Import

1 Select Template To Import

Create vApp from
Template

1 Select Template To Import

2 Select Name

25-Jan-2022

Created On

E Pfsense-SSL-VPN 02/01/2022, 12:47:37 PM

Select Name

Description

Runtime lease

Storage lease

2

Shado

>

1-9 of 9 vApp Template(s)

i Pfsense-SSL-VPN

MNewver Expires Hour(s)

ong this vApp can run t

MNewver Expires Hour(s)

this vApp is available between the time you stop it and its

Almadar Aljadid Proprietary and Confidential
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Create vApp from Configure Resources
Template

1 Select Template To Import Select the Storage Policies that you want the deployed virtual machines

of this VApP to use

2 Select Name Name Storage Poicy Default VM Template Storage Policy

3 Configure Resources Prsense Premium Storage

Pfsense portal Premium Storage

Create vApp from Ready to Complete
Template

Select Template To import Vol e sttt aata s va

Select Name
vApp Template

Configure Resources e
VAP name
Ready to Complete
VApp description
Runtime lease
Storage lease
Storage VM Placement VM Sizing

Policy Policy Policy Memory Storage

CANCEL | PREVIOUS
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4. Power on the created vApp.

vm AlMadar Cloud Data Centers Applicati Networking Libra Administration Monitor More

¢ All Virtual data centers Site 0 Data center
«
Compute o 5
vADpPS Renew Lease
Fir D FILTERING
Wirtual Machines Snapshot ’
Affinity Rules 3V  Download
i Move
Networking o N
Cop
Networks v
Edges Change Owner
_ Share
E Storage ke o
- @
219:56 PM
Named Disks Add
Storage Policies Create Template
@ Settings o
General Edit Badges
Metadata Delete BADGES
Sharing
DETAILS

Kubernetes Policies

Open the console of “pfsense portal” vm

vm AlMadar Cloyd Data Centers 3 Networking Libraries Administration Monite More

¢ AllVirtual data centers  Site: Data center
«
All vApps » Pfsense-SSL-VPN
i Compute o
)| Pfsense-SSL-VPN| rower orr STOP  RENEW LEASE  CHANGE OWNER  ALL ACTIONS v
VAPpS Powered on
Virtual Machines
General Find by: Name ADVANCED FILTERING Sort by: Name T
Affinity Rules
@ Networking 2 Virtual Machines
- v
Networks Start and stop Order exporT vMs () Multiselect
Edges Network Diagram
Name Console State Runtime lease Storage Created On 0s Memory cPUs Storage Policy Storag
[ Storage Networks lease
- v
Named Disks Guest Properties i Pfsense VM Conso.. Powered..  NeverSuspen.. @ - 08/25/2022,12:20:01P..  FreeBSD 12 or later versions (64-b. 1GB 1 Premium Stora. 9GB
Storage Policies Sharing ! Pfsense porta Powered..  NeverSuspen. @ - 08/25/2022, 12:20:01P..  Ubuntu Linux (64-bit) 168 1 Premium Stora 9GB
& settings. ~  Metadata
General Monitor
Metadata Tasks
Events
Sharing
Kubernetes Policies
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“Pfsense portal” VM access default password: 12#$qwER

CTRL+ALT+DEL OPTIONS

12:59

2022 0, 1 UYL

UBUNTU

(I

Select your user and enter password

Connected.

Change the “pfsense portal” vm user password

(]

Computer

Network

@ Graphics
# Internet

B office

KDE Partition Manager

4uon Package Manager

down

Connected.
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cmiaoes | [ormons ]

Enter.old

d [ ubuntu@ubuntu-vmwarevirtualplatform: ~ - o
pAaSASWOr File Actions Edit View Help
128$qwER latformi
ubuntu@ubuntu-vmwarevirtualplatfol do ubuntu
for ubuntu:
ubuntu@ubuntu-vmwarevirtualplatform
g 4 @ © M ®prsenseho.
[ 3

*= ubuntu@ub...atform: ~
Connected

v DW® 32

Default pfsense admin user credentials:
Username: admin

Password: admin

[crmmmom ] [ommions ]

pfSense - Login — Mozilla Firefox
1 pfsense - Login x |+

<« c @ @

&) import bookmarks

//10.10.11.249/inde

N @

Login to pfSense

SIGN IN

Username

Password

m Sense - L...la Firefox
Connected
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5. Change the admin and vpn user password by following below steps:

cTRL-ALT-DEL | [ oPTIoNs |
(3] pfSense.home.arpa - Status: Dashboard — Mozilla Firefox -0 x
G pfSense.nome.arpa - St- X | +
<« ¢ @ @ | & http n o e =
£] Import bookmarks. % pfsense
Advanced
Status / [ cert Manager @
General Setup
System Info High Avail. Sync 900 Netgate Services And Support [—Xx]
Name arpa
Logout (admin) & Contracttype  Community Support
User Package Manager  -11.250 (Local Database)
System Routing al Machine
Setup Wizard [ OECTA T P NETGATE AND pfSense GOMMUNITY SUPPORT RESOURCES
BIOS Update nix Technologies LTD
Thu Nov 12 2020 If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
Version 2.5.2-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Fri Jul 02 15:33:00 EDT 2021 the NETGATE RESOURCE LIBRARY.
FreeBSD 12.2-STABLE
reet You alse may upgrade to a Netgate Global Technical Assistance Center (TAC)
Unable to check for updates Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
CPU Type Intel(R) Xeon(R) Gold 6142 CPU @ 2.60GHz more than competitive when compared to others in our space
AES-NI CPU Crypto: No .
QAT Crypto: No Upgrade Your Support Community Support Resources
« Netgate Global Support FAQ « Official pfSense Training by Netgate
Hardware crypto
« Netgate Professional Services Visit Netgate.com
Kernel PTI Enabled
Connected

oer]  [oemons ]

pfsense.home.arpa - System: User Manager: Users — Moz

1 pfsense.home.arpa - Sy x | & pfsense.home.arpa-Sy x  +

<« cC @ © £ hitps://10.10.11.249/sys!

& import bookmarks... | g pfsense

System / User Manager / Users (2]
Users Groups Settings Authentication Servers
Username Full name Status Groups Actions
admin System Administrator v admins
&vpn v

pfSense Netgate. View license.

#) prsense.ho...la Firefox

Connected
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[ornons )

pfSense.home.arpa - System: User Manager: Users: E

i pfSense.home.arpa - Sy X | G pfSense.home.arpa -5y X | +

<« c @ © & hitps://10.10.11.249/system

&) Import bookmarks... | g pfSense

Rlisense

Interfaces + Firewall +

vices s Diagnostics +  Help ~
COMMUNITY EDITION

System / User Manager / Users / Edit

Users  Groups  Settings  Authentication Servers

Defined by SYSTEM

Disabled

This user cannot login

Username admin

Password _l
Enter-new A System Administrator

password for, User's full name, for administrative information only
“admin user,

Expiration date

Leave blank if the account shouldn't expire,

therwise enter the

ration date as MM/DD/YYYY

Custom Settings Use individual customized GUI options and dashboard layout for this user.
3 4@ #) pfsense.ho...la Firefox
Connected
craiaoer | [ ormions |
User Manager: Users
i pfSense.home.arpa -5y X | +
& c @ & hitps w n@oe =
) Import bookmarks... | g pfSense
isense S I
COMMUNITY EDITION
System / User Manager / Users e
Users  Groups  Seitings  Authentication Servers
Usemame Full name Status Groups Actions
admin System Administrator v admins
& vpn v
o
pfSense Netgate. Viewlicense.
Connected

25-Jan-2022
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OFTIONS

pfSense.home.. Mozilla Fi

& pfsense.home.arpa - Sy X | +

<« ¢ @ @ | & https://10.10.11.249/5 cuserid=1 - @ty noe =

usermanager.php
&) Import bookmarks... | /5 pfsense

Fisens

MMUKITY EDITIC

System / User Manager / Users/ Edit 2]
Users Groups Settings Authentication Servers

User Properties

Defined by USER
Disabled This user cannot login

Usemame vpn

_| Password |
Enternew "
iname

password for,
existing vpn user

User's full name, administrative information only

Expiration date

eave blank if the account shouldn't expire, otherwise enter the expirat

Custom Settings Use individual customized GUI options and dashboard layout for this user.

Connected
CTRL+ALT+DEL | [ oPTIONS |
pfsense.home.arp.
1 pfsense home.arpa - Sy X | Hj pfSense.home.arpa-Sy X | +
<« Qo @ £ https:/10.10.11.249/system_usermanager.php?act=edit&userid=2 o bxd In @ & =
5] Import bookmarks... | & pfsense
User Certificates
Name CA
'VPN User Certificate VPN CA Certificate m
+ Add
Authorized SSH Keys
4
Enter authorized SSH keys for this user
IPsec Pre-Shared Key
View licens
#) pfsense.ho...la Firefox
1]
Connected

25-Jan-2022 Almadar Aljadid Proprietary and Confidential
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6. Create new VPN user.

CTRL-ALT-DEL | [ oPTions |
pfSense.home. User Manager: Users — Mozi
1 pfsense.home.arpa-Sy X | +
<« c @ & https://10.10.11.249/system_usermanager.php meoe =
&) Import bookmarks. % pfsense
System / User Manager / Users 2]
Users Groups Settings Authentication Servers
Username Full name Status Groups Actions
admin System Administrator v admins s
& vpn v
pfSense Netgate. View license.
3 4@ & #) pfSense.ho.. la Firefox
Connected

pfSense.hom:

1 pfsense.home.arpa- 5y X | +

€ c @ © | £ -0 hitps://10.10.11.249/system_userm: pract=n & noe =
&) import bookmarks... | G pfsense

System / User Manager / Users / Edit (2]

Users  Groups  Settings  Authentication Servers

User Properties

Definedby  USER

Disabled This user cannot login
Usemame | newuser I
Password
Full name

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as M

Custom Settings Use individual customized GUI options and dashboard layout for this user.

admins

Group membership

Connected

25-Jan-2022 Almadar Aljadid Proprietary and Confidential
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CTRL*ALT+DEL OPTIONS

i pfSense.home.arpa - Sy X | G pfSense.home.arpa- Sy X | +

&« a0 @ # w0 https://10.10.11.249/system_usermanager.php7a. Pxd I @ome =

) Import bookmarks... | g pfSense

Certificate | @ Click to create a user certificate
Create Certificate for User

Descriptive name newiuserca

Certificate authority VPN CA Certificate

Key type RSA

W

2048

The length to use when generating a new RSA key, in bt
i

The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid

Digest Algorithm sha256
The digest method used when the certificate is signed
The best practice is to use an algorithm stronger than SHA1. Some platforms may consider weaker digest algorithms invalid

Lifetime 3650 B

Authorized SSH Keys

#9 pfsense.ho...la Firefox

Connected

CTRL+ALT+DEL OPTIONS

1 pfsense home.arpa - Sy X | Hj pfSense.home.arpa-Sy X | +

< Cc @ © | -0 https://10.10.11.249/system_usermanager.php?a. g moe =
&) Import bookmarks... | 1 pfsense
2048

The length to use when generating a new RSA key, in bits.
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid

|5

Digest Algorithm | shaz56 |
The digest method used when the certificate is

The best practice is to use an algorithm stronger than SHAT. Some platforms may consider weaker digest algorithms invalid
Lifetime 3650 =
Authorized SSH Keys

Enter authorized SSH keys for this user

IPsec Pre-Shared Key

pfSense View license.

9 pfSense.ho...la Firefox

Connected,

25-Jan-2022 Almadar Aljadid Proprietary and Confidential
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7. Edite tunnel configuration to suite your requirements.

[cmiaron ] [ormons ]
pfsense.hom Status: Dashboard — Moz
1 pfsense.home.arpa -5t X | +
< c @ Q& ntp -9 n o e =
&)import bookmarks... | [ pfsense - Login
Plisense
SMMUNITY EDITIO
IPsec
Status / Dashboard LaTP +0
System Informa ces And Support (-Xx]
Name pfSense.home.arpa
Contracttype  Community Support
User admin@10.10.11.250 (Local Database) Community Support Only
System VMware Virtual Machine
Netgate Device ID: 07¢711¢3016b830¢fhe0 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: Phoenix Technologies LTD
Version. 6.00 It hased your piS: teway firewall appliance from Netgate and elected
Release Date: Thu Nov 12 2026 you purchased your piSense gateway frewall appliance from Netgate and efecte
Community Support at the paint of sale or installed pfSense on your own
Version 2.5.2-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Fri Jul 02 15:33:00 EDT 2021 the NETGATE RESOURCE LIBRARY.
FreeBSD 12 2-STABLE You alse may upgrade to a Netgate Global Technical Assistance Center (TAC)
o date status B Support subscription. We'e always on! Our team is staffed 24x7x365 and
aining update status committed to delivering enterprise-class, worldwide support at a price point that is
CPU Type Intel(R) Xeon(R) Gold 6142 CPU @ 2.60GHz more than competitive when compared to others in our space
AES-NI CPU Crypto: No « Upgrade Your Support « Community Support Resources
QAT Crypto: No
+ Netgate Global Support FAQ « Official pfSense Training by Netgate
Hardware crypto
+ Netgate Professional Services = Visit Netgate.com
1.249/#TI Enabled
Connected.

Pfsense - Pfsense portal FULL SCREEN

=) pfsense.hom: Mozilla Firefox
1 pfSensehome.arpa - VP x | +
« c @ © £ hitps:/10.10.10.249/vpr o @y n o e =
&) Import bookmarks... | 1 pfSense - Login
VPN ~
Clients Client Specific Overrides Wizards Client Export Shared Key Export
OpenVPN Servers
Interface Protocol / Port Tunnel Network Mode / Crypte Description Actions
WAN TCP4/1195 192.168.1.0/24 Maode: Remote Access ( SSL/TLS + User Auth ) ﬁl‘
(TUN) Data Ciphers: AES-256-CBC
Digest: SHA256
D-H Params: 2048 bits
https://10.10.10.249/vpn_openvpn_server.php# View license.
Y K- #) prsense.ho...la Firefox
Connected
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Pfsense - Pfsense portal FULL SCREEN

CTRL+ALT+DEL OPTIONS

pfSense.home.arp

1% pfsense.home.arpa -VF X | +

&« G @ © | £ https://10.10.10.249/vpn_openvpn_server.php?act=edit&id=0 w mweeo e =

&) Import bookmarks... | [ pfSense - Login

VPN / OpenVPN / Servers/ Edit CO=wuEe
Servers Clients Client Specific Overrides Wizards Client Export Shared Key Export
General Information

Disabled Disable this server

Set this option to disable this server without removing it from the list
Server mode Remote Access (SSL/TLS +User Auth ) 4

Backend for Local Database

authent

Protocol  TCP on IPv4 only d

Device mode un - Layer 3 Tunnel Mode 4
"tun” mode carries IPv4 and IPv6 (OSI layer 3) and is the most common and compatible mode across all platforms.
“tap" mode is capable of carrying 802.3 (0S| Layer 2.)
https://10.10.10.243/vpn_openvpn_server.phpZact=edit&id=0#

234@ O # pfsense ho...a Firefox v BO® 1044

Connected

Pfsense - Pfsense portal FULL SCREEN

(cwummoe ] [ ormons ]

pfSense.home.arpa - VPN: OpenVPN: Servers: E

[ pfsense.home.arp:

« c @ © | & https://10.10.10.249/vpn_openvpn_server.php?

4 n o & =

&) Import bookmarks... | & pfSense - Login

When authenticating nforce a match t rtificate and the username

This is the subnet

een the common name of the client c

n at login

that \N]" be IPv4 Tunnel Network
allocated tothe Pvd virtua o e P sotions 8 screes onc cf =d using CIOR notaton (e, 10.03.0/24
BT ork will be assigned to the server nterface. The re dresses will be assigned to connecting

devices thatwill
connect:to the VPN 1Pv6 Tunnel Network

v6 virtual network used f ate communicat

vork will be assigned 1o the server virtual interface. The

Redirect IPv4 Gateway Force all client-generated IPv4 traffic through the tunnel.
Hereyou enter.the
subnets of:the virtual
servers thatyouwantito "t | I ]
Ao I = 1Pv4 ne
access through the VPN ———""_ ..\’
. < :
“youcanentermultiple, .. oo
subnets and separate PY5 e
them with,a comma ek

Concurrent connections 5 =

Redirect IPv6 Gateway Force all client-generated IPv traffic through the tunnel

separated list ¢

e or more CIDR ranges.

ks that will be accessible from the remote endpoint. Expressed

adding a route to the local network through this tunnel on the res

is is general

Express

nel on the re

ncurrently

#) prsense.ho.. la Firefox

Connected
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Pfsense - Pfsense portal FULL SCREEN

[[crrieaitepel | [[oemions ]
pfSense.home.arpa - VPN: OpenVPN: Servers: Edi
pfsense.home.arpa-vF x | +
&« c¢ © | £ https://10.10.10.249/vpn_openvpn_server.php?act=edit&id=0 w n @ & =
- Login
(4 USE UIE UIEICAEU GIEITUSENTIanTe 1151840 U1 UTE CEIUNGELE COMliIonN aie (G
When a user authenticates, if this option is enabled then the username of the client will be used in place of the certificate common name for purposes
such as determining Client Specific Overrides
Send/Receive Buffer | Default J
Configure a Send and Receive Buffer size for OpenVPN. The default buffer size can be too small in many cases, depending on hardware and network
uplink speeds. Finding the best buffer size can take some experimentation. To test the best value for a site, start at 512KiB and test higher and lower
values
Gateway creation Both O1pva only IPV6 only
If you assign a virtual interface to this OpenVPN server, this setting controls which gateway types will be created. The default setting is 'both
Verbosity level default j
ach level shows all info from the previous levels. Level 3 is recommended for a good summary of what's happening without being swamped by
output
None: Only fatal errors
Default through 4: Nermal usage range
5: Output R and W characters to the console for each packet read and write. Uppercase is used for TCP/UDP packets and lowercase is used for
TUN/TAP packets.
6-11: Debug info range
pfSense Netgate View i
9 pfsense.ho...la Firefox
Connected

] ome.arpa - OpenVPN: Client Export Ut
T pfSegse.home.arpa - O X +

< C @ © | & https

&) Import bookmarks... | ] pfSense

n_openvpn_export.php e

Pisense

MMUNITY EDITION

OpenVPN / Client Export Utility (]

Server Client Client Specific Overrides Wizards Client Export Shared Key Export

OpenVPN Server

Remote Access Server Server TCP4:1195 ¥
Client Connection Behavior
Host Name Resolution Other j

Host Name 156.38. mm— Eggﬁ pUbHC ‘_E

Enter the hostname or IP address the client will use to connect to this server.

Verify Server CN Automatic - Use verify-x509-name where possible

Optionally verify the server certificate Common Name (CN) when the client connects

Block Outside DNS Block access to DNS servers except across OpenVPN while connected, forcing clients to use only VPN DNS servers.
Requires Windows 10 and OpenVPN 2.3.9 or later. Only Windows 10 is prone to DNS leakage in this way, other clients will ignore the option as they are
not affected.

#) Firefox - 2 windc
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Pfsense - Pfsense portal FULL SCREEN

CTRL+ALT+DEL OPTIONS

pfSense.home.arpa - OpenVPN
% pfsense.home.arpa -op X | +

< c @ Q| & he

&) Import bookmarks... | [ pfSense - Login

10.10.10.249/vpn_openvpn_export.php w n o e =

4
Enter any additional options o add to the OpenVPN client export configuration here, separated by a line break or semicolon

EXAMPLE: remote-random,

Search term

Enter a search string or *nix regular expression to search.

OpenVPN Clients

User Certificate Name Export
vpn VPN User Certificate - Inline Configurations:
X mo . android [l & openven connect (0s7android)

- Bundled Configurations:
X
- Current Windows Installers (2.5.2-1x01):
- Legacy Windows Installers (2.4.11x01).
s

~Viscasity (Mac 0S X and Windows)

X, viscosity Bundle [l & Viscostty Infine Config

fig File Only

2

#) pfsense.ho...la Firefox

Connected

8. Create IP sets for Pfesense IPs and ports to be used in the DNAT and Firewall rules.

vm AlMadar Cloud Data Centers Applica 5 Ne Administration Monitor

< Al Virtual data centers Site:

nization

&
Edge Gateways

: Compute

e NEW

Virtual Machines
Name + Status Scope Distributed Routing

Affinity Rules
-Edge (&) Normal [N Enabled

()

Networking

Networks

=

Storage
Named Disks
Storage Policies
&} Settings
General
Metadata
Sharing

Kubernetes Policies
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Networking

+
L3 DELETE DECREASE SCOPE
General -
/i, Dispiayed ip sets are shared between the Edge Gateway's fiewall rules and its owner Vdc Group's distributed firewsll rules. Changes in these ip sets wil result in ehanges in the Vide Group distributed firewal rules X
Services
e
Hame + status Description

New IP Set

PFsesnse-IPs

Description

IP Addresses  Enter an IPv4 or IPv6E address, range or CIDR @

10.10.11.249
156.38 s=—p Edge Rublic,IP
i, e | it it

“ UNDO

SCARD SAVE
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vm AlMadar Cloud Data Centers

Networking braries Administration

All Edge Gateways >

@ -Edge pelete  DEcRease scorpe
General Custom Applications @
Services NEW
Firewall
NAT Name T Status Description
IPSec VPN &) Norma
L2 VPN &) Norma
Load Balancer € Norma
General Settings ) Norma
Service Engine (%) Norma
Groups
virtual Services
Pools
Security
Static Groups Default Applications @
P
[PEEE Name + Status Description

Dynamic Groups
Profiles

IP Management
IP Allocations
DNS
DHCPvE
DHCP Forwarding

Name *

Description

ADD PORT PROFILE

New Application Port Profile X

Pfsense-Agent-Port

Protocol Ports
TCP 195
=parated by comma
=
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New Application Port Profile X

MName *

Description

ADD PORT PROFILE

Protocol
TCP

Pfsense-Portal-Port

Ports

080 ==ep POrt:thatused|in DNAT:

Ports separated by comma

SCARD SAVE

9. Create DNAT for pfsense portal and client as below.

vm AlMadar Cloud

All Edge Gateways > Demo-org-OVDC-Edge

B,

General

Services
Firewall
NAT
IPSec VPN
L2 VPN

Load Balancer
General Settings

Service Engine
Groups

Virtual Services
Pools

Security
Static Groups
1P Sets
Dynamic Groups

Application Port
Profiles

IP Management
IP Allocations
DNS
DHCPv6
DHCP Forwarding

DELETE  DECREASE SCOPE

Networking Administ

NEW
Name Category state Type External IP Application Internal 1P External Port Destination IP Logging
Pfsense Agent SSL VPN User defined Enabled DNAT 156.38.58.4 Pisense-Agent-Port 10.10.11249 1195 Disabled
Public Access to Pfsense Portal  User defined Enabled DNAT 156.38.58.4 HTTPS 10.10.11.249 8980 Disabled

25-Jan-2022
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10. Create firewall rules for Pfsense

vm AlMadar Cloud

Applications

Networking

Administration Monitor More

All Edge Gateways >

General

Services

NAT #
IPSec VPN 1
L2 VPN
2
Load Balancer
General Settings 3
Service Engine 4
Groups
Virtual Services 5
Pools
6
Security
Static Groups 7
IP Sets 8

Dynamic Groups

Application Port &

Profiles

IP Management
IP Allocations
DNS
DHCPVE
DHCP Forwarding

Edit Rules

25-Jan-2022

Name

DELETE

DECREASE SCOPE

Category

User defined

User defined

User defined

User defined

User defined

User defined

User defined

User defined

Default

Category

User defined

User defined

User defined

User defined

User defined

User defined

User defined

User defined

Default

Enabled

Enabled

Enabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

State Applications Source

Enabled

Enabled

Enabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

Applications Source Destination

Almadar Aljadid Proprietary and Confidential
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Destination

Action

IP Protocol

Action

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Allow

Drop

Logging

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
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After created firewall rule, it will be as shown below

Edit Rules X
L
NEW ON TOP NEW ABOVE REMOVE MOVE DOWN MOVE TO
# Name Category State Applications Source Destination Action IP Protocol Logging
° o 1 Public to Pfsense User defined Enabled Pfsense-Agent-Port, Pfsen_ Any PFsesnse-IPs Allow IPvd Disabled
P4 2 Disabled
4 3 Disabled
s 4 Disabled
74 5 Disabled
rd 6 Disabled
P4 7 Disabled
4 8 Disabled
s a Disabled
& @ Disabled
10 rule(s)
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