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Notice 
 
The purchased products, services and features are stipulated by the contract made between Almadar Aljadid and the 
customer. All or part of the products, services and features described in this document may not be 
within the purchase scope or the usage scope. Unless otherwise specified in the contract, all statements, information, 
and recommendations in this document are provided "AS IS" without warranties, guarantees or representations of any 
kind, either express or implied. 

The information in this document is subject to change without notice. Every effort has been made in the preparation of 
this document to ensure accuracy of the contents, but all statements, information, and recommendations in this 
document do not constitute a warranty of any kind, express or implied. 
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Introduction: 

This document is a guide on how to deploy and Configuring Pfsense for SSL-VPN. 

Contents: 
 

1. Access to Almadar Cloud Portal with admin user that provided from Almadar Team.

.................................................................................................................................................................... Er

ror! Bookmark not defined. 

2. Click on OvDC. ........................................................................................................................................... 5 

3. Create a new Network. ................................................................................................................................ 5 

4. Add vApp from catalog by following below steps. ....................................................................................... 9 

5. Power on the vApp created and open the console of “pfsense portal” vm ..................................................... 12 

6. Change the admin and vpn user password by following below steps: ........................................................... 15 

7. Create new VPN user. ................................................................................................................................. 18 

8. Edite tunnel configuration to suite your requirements................................................................................... 20 
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1. Access to Almadar Cloud Portal with the login details that been provided by Almadar Team. 
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1. Click on OvDC. 

 

2. Create a new Network. 
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In Gateway CIDR field enter this subnet 10.10.11.254/29 

 

In Static IP Pools field enter this rang 10.10.11.249 - 10.10.11.253 
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3. Add vApp from catalog by following below steps. 
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4. Power on the created vApp.  

 

Open the console of “pfsense portal” vm 
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“Pfsense portal” VM access default password: 12#$qwER 

 
 

Change the “pfsense portal” vm user password  
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Default pfsense admin user credentials: 

Username: admin 

Password: admin 
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5. Change the admin and vpn user password by following below steps: 
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6. Create new VPN user. 
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7. Edite tunnel configuration to suite your requirements. 
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8. Create IP sets for Pfesense IPs and ports to be used in the DNAT and Firewall rules. 
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9. Create DNAT for pfsense portal and client as below. 
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10. Create firewall rules for Pfsense 
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After created firewall rule, it will be as shown below 

 

 
 

 

 

 


